Symantec Antivirus Library Rem@te Heap Overflows
Security Advisory

Date
December 29, 2005 - Updated

Vulnerability

The Symantec Antivirus Library provides file format support for virus analysis. During
decompression of RAR files Symantec is vulnerable to multiple heap overflows allowing attackers
complete control of the system(s) being protected. These vulnerabilities can be exploited remotely
without user interaction in default configurations through common protocols such as SMTP.

I mpact

Successful exploitation of Symantec protected systems allows attackers unauthorized control of
data and related privileges. It also provides leverage for further network compromise. Symantec
implementations are likely vulnerable in their default configuration. In default configurations users
are likely vulnerable regardless of whether they choose to open or read the emall.

Affected Products
Due to the library’ s modular design and core functionality; this vulnerability affects a substantial
portion of Symantec’s gateway, server, & client antivirus-enabled product lines on most platforms.

http://www.symantec.com/avcenter/security/Content/2005.12.21b.html

Further, this library is also licensed to a substantial number of venders with products/services that
are likely affected. A small sample of these vendors can be found in the following link.

http://www.symantec.com/partnersindex.html

Credit
This vulnerability was discovered and researched by Alex Wheeler.

Contact
security@rem@te.com
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http://www.symantec.com/avcenter/security/Content/2005.12.21b.html
http://www.symantec.com/partners/index.html

Description
The vulnerable code is responsible for decompression of RAR archive formats. Specifically, the
vulnerability is the result of unchecked 16bit length fields in RAR sub-block header types. An
attacker may craft a sub-block header to overwrite heap memory with user controlled file datato
execute arbitrary code. Successful attack will yield system/root level privileges and is available
through e-mail without user interaction.

Symantec Antivirus Library Rem@te Heap Overflows

Security Advisory

The following vulnerable code is from Dec2Rar.dll v3.2.14.3. It’s probable other versions are
affected as well.
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E330A3EE
E33DATEF
E330A374
EII0ATITA
EI30AITC
E330A37D0
E330AE2
E330A3E4
E330ASEYT
E330AIEC
E330AIEF
E330A335
EIA0AISC
E330AISC
E330AISC
EI30ASAZ
EIIDAIAT
E330ATAD
E330AIAF
E330A5E1
E330AE2
E330ASEYT
&330A3ED
E330AIEF
E330A3C0
E330A2CE
EI3DAICT
E330A3CD
&330A300
&330A301
&330A302
&330A304
&330A309
&330A3D0E
E330A3EL
E330A3E4
E330A3ES
G33DASEY
E330ASES
&330A3ED
E330A3EF
E930A3F1
E330A3F4
E330AIFC
E330ASFF
E330AA07
E330AA0C
E330AA0C
E330AANC
E330AA0C
E330AA0C
E330AA12
E330AALT
E330AA1D

caselol:

_sub_g39pals0_process_header_

push edi
call getdecodedshort
Tea ed=, [ebp+zsd4eh]
Mo ecx, ehx
push edx
call getdecodedbyte
®ar Ba, Bax
Mo ax, [edi]
add eax, OFFFFFFOOR ; switch & cases
Cmp eax, &
ja crocstutT ; default
jmp ds:off_g220aD04[eax*4] ; switch jump
Tea edi, [ebp+34F2h] ; case 0O=x101
Mo ecx, &
rep mowsd
Tea esi, [ebp+350Ch]
Mo ecx, ehx
push 251
call getdecodedshort
Tea edi, [ebp+350ER]
Mo ecx, ehx
push edi
call getdecodedshort
EOr P A P A
" 1ea ecx, [ebp+3sioh] ; bufrFsso off2FE4)
My ax, [esi]
push eax s 1en
push BCx s buf
Moy ecx, ehbx
call getdecodedbytes_
®ar ed=, edx
Tea eax, [ebp+3210hn] ; buf7ss0 offIFE4
Moy d=, [edil]
Mo ecx, ehx
push edx s 1en
push eax s buf
., call getdecodedbytes__ )
E{] EC®, BLCX
®ar ed=, edx
Mo cx, [es5i]
Mo byte ptr [ecx+ebp+35l0h], O
Mo d=, [edi]
Mo byte ptr [ed<+ebp+2210h], O
Jmp crostufT ; default
y CODE =REF:
Tea edi, [ebp+3D01l0h] ; case 0O=x102
Mo ecx, &
rep mowsd
Tea eax, [ebp+3D0z4h]
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The above case can be reached through a sub-block type 1. It uses two unchecked shorts from the
header as lengths for copy operations. The code below can be reached through sub-block type 5 and
uses a third unchecked short asthe length for a copy operation. In each instance the heap buffer
size is 0x7890, however, the destination offsets differ and allow for an overflow a bit less than a
short value.

textie39DAAEE M ecx, ebhx

textiea93DAALD push Bax

textie39DAALE call getdecodedbyte
Cextiea9DAne3 Tea ecx, [ebp+z045h]
Cextiea9DANcD push =]

CEXT:EI9DAREA mion ecx, ehx |
CEXTIEI90AAEC call getdecodedbyte
CexT:E9590AAF1 Tea edx, [ebp+3D45h]
CEXT:EI90AATT mons ecx, ehx

CEXT:E950AAFD push edx

CEXT:EI90AATA call getdecodedint
textisa3DAATF jmp crostutt ; default

BN B DA~
text:EoI0AASY

text:e390AA84 Casel0s: y COCDE =REF: _sub_g£3%DAL150_process_header_type+2451]
CextIeaabansd 3 DAaTa =REF: .text:off_&330A004]0
rextieg9DANES Tea edi, [ebp+3D4Ch] 3 case 0Ox105
Cextreao0anEs mory ecH, &

CEXT:EI90AASF rep movsd

CexT:E9590AA91 Tea eax, [ebp+30&0h]
CEXT:EI90AA97 mons ecx, ehx

CEXT:E990AA99 push Bax

LextieasDAASA call getdecodedint

textisa3DAASF Tea ecx, [ebp+2D&e4h]
text:e390AMAE push BCx

textiea9DAMAS M ecx, ehx

textiea9DAMAS call getdecodedbyte

Cextiea2DAnAD lea ed=, [ebp+2Ds5h]
rextie990AME3 Moy ecx, ehx

CExXT:E990AAES push edx

CExXT:E990AAER call getdecodedbyte

Cext:E950AAEBE Tea eax, [ebp+30&5h]

CexT:E9900AA 1 mons ecx, ehx

CexT:e950AAC3 push Bax

textieasDANCd call getdecodedint

textisasDANID Tea esi, [ebp+2D&eCh]
textiea9DAMCF M ecx, ehbx

textie390AA01 push esi

text:e390aA02 call getdecodedshort
Cext:eaaDaaly = v

rextie990A802 Tea ed=, [ebp+2DsEh] 3 buf7s20 off37E4
CexT:E990AA0F Mo cx, [e51]

CEXTIEI90AAEZ push ECX 3 1en
CexT:E990AAES push edx 3 buf
CexT:E9590AAES mons ecx, ebx

CeExT:E9590AAES call getdecodedbytes_
textie230AAEER o - -

textis33DAMED Mo a=, [es1]

textie32DAAFD M byte ptr [eax+ebp+20&Eh], O
textis39DAAFS jmp short crestuff  ; default

LTI BT DA A |~ == == oo
TEXT:GII0AAFA

rextie99DAsFs casedefault: 3 CODE *REF: _sub_g22DA150_process_header_type+235l]
CExXTIEI90AAFA test byte ptr [ebp+lEEZh], S0k ; default
CExXT:E990AB01 iz shaort crcstufft ;3 default
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